Jindal Technical Support Report - Microsoft 365 / Microsoft Teams
JINDAL TECHNICAL SUPPORT REPORT
Date 18 June 2026
Start Time 6:00 PM
End Time 6:40 PM
Total Effort 40 minutes
Service Microsoft 365 / Microsoft Teams / Exchange Online
Activity Type Teams Meeting Security Review and Mail Trace Investigation

Overview
This report summarizes the Microsoft 365 support activity performed regarding Microsoft Teams meeting access security, external guest entry restrictions, AI notetaker/bot access control review, and Exchange Online mail trace investigation to identify how the Teams meeting link was shared externally.

Case 1: Microsoft Teams Meeting Access Restriction and External Link Sharing Investigation
Issue
There was a concern regarding external/guest access to a Microsoft Teams meeting and the possibility of unauthorized AI notetaker or external participant entry into the meeting.
The requirement was to review Teams meeting access settings and verify how the external party received the Teams meeting link.

Affected Environment
· Microsoft 365
· Microsoft Teams
· Teams Admin Center
· Exchange Online
· Exchange Admin Center
· Microsoft Teams Meeting Policy
· Mail Flow / Message Trace

Analysis
Performed Microsoft Teams meeting access review and checked security controls related to external users, guest access, anonymous users, lobby bypass, and meeting entry approval.
The meeting was also reviewed from the Teams admin side to identify the relevant meeting and understand participant access. After identifying the meeting, Exchange Online mail trace was used to check mail delivery logs and verify whether the Teams meeting link was sent to the external email account.
Areas reviewed and verified:
· Microsoft Teams meeting access behavior for guest/external users
· Lobby bypass configuration
· Anonymous/unverified user meeting entry behavior
· Organizer/co-organizer control for admitting users from lobby
· AI notetaker/bot-style external participant access risk
· Teams meeting details from admin side
· Exchange Online message trace for meeting invite/link sharing
· Sender and recipient details for the email containing the Teams meeting link
· Confirmation that the Teams meeting link was sent to the IIMB mail account

Findings
· Microsoft Teams meeting access settings were reviewed for external and guest participant control.
· External/guest users were restricted from directly entering meetings without proper verification/lobby approval.
· Lobby bypass was reviewed to ensure guests/external users cannot bypass the lobby directly.
· Meeting entry control was reviewed so that only authorized users such as organizer/co-organizer can admit participants from the lobby.
· Controls were reviewed to reduce the risk of unauthorized AI notetaker/bot-style participants joining meetings without approval.
· The relevant Teams meeting was located and reviewed.
· Exchange Online mail trace was performed to identify mail activity related to the Teams meeting link.
· The mail containing/sending the Teams meeting link was found.
· It was identified that the Teams meeting link was sent to the IIMB mail account.
· The sender of the email was identified from Exchange Online message trace.

Action Taken
1. Reviewed Microsoft Teams meeting access and guest/anonymous user behavior.
2. Checked Teams meeting security controls related to external participant entry.
3. Reviewed lobby bypass restrictions for guest and external users.
4. Verified that external users should not be able to bypass the lobby directly.
5. Reviewed meeting admission control so that organizer/co-organizer approval is required for external participants.
6. Reviewed controls related to unwanted AI notetaker/bot-style meeting participants.
7. Located the relevant Teams meeting from the admin side.
8. Reviewed the meeting details and participant-related information.
9. Opened Exchange Admin Center and checked mail flow/message trace.
10. Searched the relevant time period and recipient details to find the email sent to the IIMB mail account.
11. Identified the email that contained or forwarded the Microsoft Teams meeting link.
12. Confirmed the sender and recipient details from the message trace result.
13. Verified that the Teams meeting link was sent to the IIMB email account through email.

Root Cause / Observation
The external party received the Microsoft Teams meeting link because the meeting link was sent through email to the IIMB mail account.
The meeting access review confirmed that Teams meeting controls were adjusted/reviewed so that external or guest users cannot directly enter the meeting without lobby verification/approval.

Resolution / Guidance Provided
· Microsoft Teams meeting access controls were reviewed and tightened for guest/external access.
· Guest/external participants should not be able to directly bypass the meeting lobby.
· Anonymous or unverified users should not be allowed to freely enter the meeting without approval.
· Organizer/co-organizer-controlled lobby admission was reviewed for better meeting security.
· Exchange Online message trace was used to identify how the Teams meeting link was shared.
· The email containing/sending the Teams meeting link to the IIMB mail account was found.
· The sender of the email was identified from the mail trace.

Status
Investigation Completed / Security Review Completed / Mail Trace Completed

Summary
	Metric
	Details

	Total Cases Handled
	1

	Total Effort
	40 minutes

	Start Time
	18 June 2026, 6:00 PM

	End Time
	18 June 2026, 6:40 PM

	Service
	Microsoft 365 / Teams / Exchange Online

	Status
	Completed




Jindal Technical Support Report  -   Microsoft 365 / Microsoft Teams   JINDAL TECHNICAL SUPPORT REPORT   Date   18 June 2026   Start Time   6:00 PM   End Time   6:40 PM   Total Effort   40 minutes   Service   Microsoft 365 / Microsoft Teams / Exchange Online   Activity Type   Teams Meeting Security Review and Mail Trace Investigation     Overview   This report summarizes the Microsoft 365 support activity performed regarding  Microsoft Teams meeting access security, external guest entry restrictions, AI  notetaker/bot access control review, and Exchange Online mail trace investigation to  identify how t he Teams meeting link was shared externally.     Case 1: Microsoft Teams Meeting Access Restriction and External Link Sharing  Investigation   Issue   There was a concern regarding external/guest access to a Microsoft Teams meeting and  the possibility of unauthorized AI notetaker or external participant entry into the  meeting.   The requirement was to review Teams meeting access settings and verify how the  external party received the Teams meeting link.     Affected Environment      Microsoft 365      Microsoft Teams      Teams Admin Center      Exchange Online      Exchange Admin Center      Microsoft Teams Meeting Policy      Mail Flow / Message Trace     Analysis  

